Despite the numerous e-health applications, e-health cannot be implemented without the development and implementation of electronic health records (EHRs). The main barriers to the deployment of its systems are the lack of funding, infrastructure, capacity and legal framework, as well as the insufficient computer literacy of medical staff.
electronic health records, computer-assisted history taking systems (11) , computerized physician order entry (CPOE) (12, 13) , support of the everyday medical practice, and management of individual patients. eHealth applications can also be used to support clinical decision-making, i.e. computerized decision support systems (CDSS) (14) (15) (16) , ePrescribing (17, 18) , epidemiological research and healthcare management activities (19) . eHealth applications can also be used for delivering expert professional or consumer care remotely, i.e. telehealth and telemedicine (20) . On the other hand, e-health cannot be implemented without the development and implementation of EHRs.
The relevance of EHRs and the importance of their application are reflected in the EU Vision of ehealth interoperability (21). The interoperability of e-health is directly related to the "interoperability of electronic health record (EHR) and the metrics to allow comparisons. EHRs can be a potentially valuable source of outcome data, if it is possible to harmonize the information in each EHR and accurately profile each patient to make valid and precise comparisons between fine-grained sub-populations."
According to the WHO (22), between 2010 and 2015, the deployment of national EHR systems has increased by 46% and already around half (47%) of all WHO Member States have implemented a national EHR system. Most of these systems are integrated with laboratory, pharmacy and imaging systems.
The main barriers to the deployment of EHR systems are the lack of funding, infrastructure, capacity and legal framework, as well as the insufficient computer literacy of medical staff. The effective provision of healthcare as appropriate for the ehealth environment needs not only suitable buildings, modern medical equipment, and information and communication technologies, it also needs adequately trained healthcare staff able to use these technologies.
AIM
The aim of this article is to assess the computer literacy of Bulgarian physicians and nurses, their attitude to e-health, especially to EHRs as a major issue of e-health, including the ownership of medical data.
INTRODUCTION
Healthcare is extremely important for the wellbeing of a country, both from an economic and social point of view, as well as from a demographic point of view. We live in a century when the health sector requires cost effectiveness and at the same time, improvement of the quality and access to health care (1) . Information and communication technologies (ICT) applied to health and healthcare systems can increase their efficiency, improve the quality of life and unlock innovation in health markets (2) .
It is well-known that telemedicine and e-health are changing the way healthcare is provided. These concepts are seen as a potential solution to overcome the loss of information (communications failures), avoiding re-evaluations and improving the quality of care and patient satisfaction (3) . About 20% of physicians in Canada use e-health resources in their routine daily activities (4). The mobile health market in 2017 amounts to about $21 billion, and is expected to reach $46 billion in 2020. The number of patients using telehealth applications is constantly increasingfrom 0.35 million people in 2013, they are expected to reach 7 million in 2010. In 2013 the digital health market amounts to about $80 billion, and is expected to reach $200 billion in 2020 (5). In 2017, 57% of all Internet activities of women and 49% of all Internet activities of men in the UK relate to checking for symptoms of medical conditions before consulting their physician ( 6 ). Most of the Americans (91%) and 88% of the Europeans own smartphones and 13% of them use healthcare applications for these phones (7) . The number of downloaded mobile healthcare applications in 2017 is about 3.7 billion ( 8 ). It could be said that the health information received/sought via Internet could improve the patient-physician communication (9) .
The WHO official definition formulated in Resolution WHA58.33 is: "eHealth is the cost-effective and secure use of information and communication technologies in support of health and health-related areas, including health services, health surveillance, health literacy and health education, health knowledge and research." (10) .
E-health applications are numerous. They can be used for storing, managing and sharing data, i.e. health information exchange and interoperability, Scripta Scientifica Salutis Publicae, vol. 4, 2018, pp. 42-50
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MATERIAL AND METHODS
An enquiry comprising 33 questions (1 rank scaled with 5 levels of the scale and 32 questions with standardized answers) is used. The data is processed by means of IBM SPSS v.22 and STATISTICA. Apart from descriptive statistics, non-parametric tests are used to compare two or more nominal and ordinal scaled variables. Respondents of the study are physicians and nurses from five regional and university hospitals in the North-eastern region of Bulgaria (Varna, Shumen, Dobrich), who are employed in the hospitals during the period November -December, 2013.
Some of the results are compared to those of a study, carried out in 1999 among the physicians in Bulgaria, based on a similar questionnaire ( 2 3). Several problems are discussed: self-evaluation of the experience in using computers, general attitude to eHealth, attitude to EHRs, including ownership of medical data. Other features, like legal issues, confidentiality, etc. had already been partially presented in other publications (23,24). The evaluation of using computers is based on self-evaluation of the experience in using Internet, basic computer skills, medical information systems and data bases (MIS and DB), specialized, graphical and statistical software.
RESULTS AND DISCUSSION

Characteristics of the Samples
The number of the participating physicians is 271. The response rate is 82.15% (330 enquiries were sent, 271 were filled out and returned). The study covers 10.98% of all physicians in the region. The distribution of the respondents by gender is as follows: 46.9% males and 53.1% females. The largest group is that of physicians aged 50-54 years (17.71%), followed by the age group of 40-44 years (15.5%) and the smallest is 60 years and above (4.43%). The young specialists (younger than 30 years) are 9.96%. The other age groups are almost equal (between 13 and 14%). About half of the respondents are employed in the two university hospitals in Varna (29.15% in St. Marina University Hospital and 26.57% in St. Anna University Hospital). The structure of the sample correlates with the structure of all clinicians by specialization in Bulgaria (Wilcoxon Signed Ranks Test: z=-2.934, Asymp. Sig. (2-tailed) =0.003) (r=0.999, p=0.031).
The number of the participating nurses is 423. The response rate is (81.35%) (520 enquiries were sent, 423 were filled out and returned). The study covers 10.78% nurses in the region. All participants are female. The largest group is that of nurses aged 40-44 years (20.8%) and the professionals below 30 years of age are 15.37%. The smallest group is 60 years of age and above (2.36%). About half of the respondents (43.7%) are employed in the two university hospitals in Varna. The structure of the sample correlates with the structure of all nurses by specialization in Bulgaria (Wilcoxon Signed Ranks Test: z=-2.023, Asymp. Sig. (2-tailed) = 0.043).
Cronbach's alpha as a measure of internal consistency of the questionnaires used in both studies is 0.798 for the study from 1999 and 0.832 for the study from 2013.
Self-Evaluation of the Experience in Using Computers
The overall self-evaluation in using computers is 4.16 for physicians and 3.74 for nurses (max=6.00). As expected, it is highest in using Internet (physicians -4.83, nurses -4.4), followed by basic computer skills (physicians -4.71, nurses -4.23), management information systems (MISs) and databases (DBs) (physicians -4.11, nurses -3.72), specialized software (physicians -4.08, nurses -3.59), and lowest in using statistical software (physicians -3.57, nurses -3.28) and graphical software (physicians -3,64, nurses 3,19) (Fig. 1) . A statistically significant difference is found between the evaluation of the differ- Although the overall evaluation is between sufficient and very good, never reaching very good (5.00), it is considered as a sufficient ability to use computers by 74.5% of the physicians and 63.3% of the nurses (in our 1999 study only 19.6% of the physicians declared their sufficient abilities to use computers) (23).
Obviously, what physicians best know is how to use the Internet, as only a small fraction of them (11.81%) have indicated that they need additional training to use the Internet. Around a quarter (26.57%) need additional training in using word processing and spreadsheets, 37.64% need additional training in using data bases and information systems (medical, clinical), 40.59% need additional training in using graphical software. The greatest need is for additional training in the use of statistical (47.98%) and specialized software (48.34%). Similarly, only 14.18% of the nurses need additional training to use the Internet. The relative share of those who need additional training in the other skills under consideration is much higher: training in word processing and spreadsheets is needed by 35.93% of the nurses, DB and MIS -38.3%, graphical software -42.32%. The need for training in using statistical software is declared by 39.24%. The need for specialized software training (49.65%) is the highest (Fig. 2) .
It is evident that training in specialized software can hardly be achieved within the education of future doctors and nurses. This is not the case with the training to use statistical and graphical software. Medical statistics is included in the curriculum of medical students. The number of hours for this discipline is extremely inadequate, and the fact that it is taught in the second semester of the medical education diminishes its meaning. This is obviously a flaw in the medical education. Informatics is offered to medical students as an elective discipline, but is rarely chosen. Informatics as a regular discipline is included in the nursing curriculum and covers basic computer literacy -word processing, spreadsheets, preparation of presentations. Medical statistics is offered as an elective discipline to nurses, never chosen by the students.
Attitude to e-Health
The term e-health has been in use since 1999 as a modern slang describing the use of computers and the Internet in medicine. Although almost constantly speaking and writing about e-health and its implementation, medical professionals are not aware of its principles. The proportion of physicians in our study who are familiar with the principles of e-health is relatively low -only 17.7% of the respondents. Even lower is the proportion of nurses who are familiar with the principles of e-health (14.89%). This corresponds to the low rates of those who consider that the country is ready for the implementation of e-health (21.8% of the physicians and 25.8% of the nurses). No statistically significant difference in the opinions of physicians and nurses is found (X 2 =-.975, p=0.323 for the principles, and 1.436, p=0.231 for the readiness). Considering that our study is conducted in large city hospitals, we can assume that these proportions will be even lower if we standardize the answers received to all physicians and nurses in the country. There is no statistically significant relation between knowing the principles of e-health and profession, gender, age and place of work of the respondents.
Attitude to EHRs Almost all, 90.4% of the physicians and 82% of the nurses recognize the need for electronic health records. However, about half of the physicians (52.4%) and 58.9% of the nurses state that they do not have an electronic health record system in their clinic. This is a matter of health policy, which needs to be solved on a national level.
About half of the physicians (46.1%) and only 22.2% of the nurses would use an electronic health record system if they have adequate software, yet, about one third of the physicians (28.4%) and 60.5% of the nurses would use such a system only if they are forced to do that. Only 25.5% of the physicians and 17.3% of the nurses would use such a system if they are provided with adequate software for free. In our study in 1999, only 9.5% of the physicians would use EHRs if they were forced to do that (Fig. 3) .
Neither physicians, nor nurses are willing to enter patient data into a computer. This is done by only 38.38% of the physicians (22.51% believing that they would have a complete view of the patient's health status and 15.87% believing that they would save time). It is alarming that 35.06% consider that this is not their job. Similar are the responses of the nurses, where only 28.8% of the nurses are willing to enter their patients' data into a computer (13% consider that they will have a complete view of the patient's health status and 15.8% think that this will save them time). A little less than half of the nurses (43.3%) think it is not their job. Probably both physicians and nurses do not want or are insufficiently prepared to deal with such "unusual" activities themselves.
In 1999, the answers to a similar question are quite different: 59.1% of the physicians are willing to enter patient's data by themselves as this will provide a comprehensive view of the health status of their patients, or will save them time (17.5%) and 18.7% state that this is not their job. If we summarize and compare the responses (Fig. 4) , in 1999, 76.6% of the interviewed physicians have declared willingness to personally enter medical data into a computer, and only 38.38% do that in 2012. The share of the nurses is still lower (28.8%).
Our opinion is that the answers to this question in 2013 as well as in 1999, confirm our hypothesis that the issue on the development and the implementation of certified medical software, including EHR software is still pending and should be considered by the corresponding health and financial authorities. Another issue is the motivation of medical professionals to use computers and specialized software in their daily practice, and not just surfing the Internet.
The opinion of the physicians and the nurses differs significantly concerning EHRs. Physicians are more likely to accept the necessity of EHRs (X 2 =9.223, p=0.002); the use of common criteria on the structure and the contents of the electronic health records (X 2 =15.062, p = 0.000) and the inclusion of nursing data in EHRs (X 2 =3.999, p=0.045). Neither physicians, nor nurses are aware of what actually an electronic health record is. The majority (74.5%) of the physicians and 69.3% of the nurses consider the implementation of personal health cards (presumably personal health records), as a prerequisite for the implementation of e-health and the improvement of the quality of healthcare and healthcare organization. There is no consensus on the contents of the personal health record. The majority of the respondents (91.5% of physicians and 87% of nurses) consider that it should include the complete EHR; health insurance data is the choice of 69% of the physicians and 52.2% of the nurses; demographic data (59.4% of physicians and 43% of nurses); last episode of illness (50.2% of physicians and 32% of nurses) (Fig. 5) . Again, the contradictory answers give the idea that Bulgarian physicians and nurses are not acquainted neither with e-health nor with electronic health records. The differences in the attitude of the physicians and the nurses on the content of the PHRs are statistically significant (p=0.000), except for the complete EHRs (p=0.066).
Ownership of Medical Data
Considering the importance of the issue on ownership of medical data, a question is intentionally used in both studies. The question is very simply asked without considering any moral, ethical or legal aspects of the problem. Our aim is to just ask about the opinion of the respondents as a general concern on the ownership of medical data.
Perhaps, that is why 25% of the participants do not respond to this question in 1999, while the other answers have 44 different meanings, of which only 9 (p<0.005) are significant. In 2013, all participants respond by indicating more than one response. As a result, their answers have 22 different meanings, of which 15 are statistically significant (p<0.05). Part of the answers are presented in Fig. 6 .
In 1999, 28.3% of the physicians consider that the owner of the patient's medical data should be their general practitioner. In 2013, this proportion is higher (30.9%). For nurses, it is even higher -40.55%. Assuming that it is so, it would not be so important to focus on the privacy of the patient's data and the right to decide for themselves to whom to reveal this data. On the other hand, account should also be taken of the fact that the EHR is distributed by architecture, i.e. parts of it may be stored on different computer systems, i.e. in the clinics where the relevant medical data emerges. Consequently, although the GP has access to this data, it is virtually illogical, superfluous, and even impossible for the GP to keep the entire EHRs of her/his patients. Therefore, the idea that the patient's medical data is owned by the general practitioner is not feasible.
The second proposal, made by 29.38% of the physicians in 2013 and 10.4% of the physicians in the 1999 surveys, is that the owner of the patient's medical data should be the patient herself/himself. The share of nurses who support this idea (26%) is also relatively high. Our opinion is that this option is more logical than the previous and seems the most plausible. The source of medical data is the patient and the data is related to his/her personality and his/ her health status, i.e. it is quite logical to assume that this is personal data of the patient and the patient should own it. Indeed, the data is obtained with the active participation of medical professionals -physicians, nurses, laboratory technicians, etc. It could be said that this data could not have existed without the involvement of medical professionals, but this, on one hand, is an obligation of the medical specialists, and on the other hand, the medical professionals are paid for the delivery of these "health services" or "health care". Therefore, the patient's medical data is his/her personal data and as such is his/her property. Another issue is the ownership of the physical medium on which this data is stored. In any case, it remains a property of the health care facility or the health care professional.
The proportion of physicians suggesting the hospital as the owner of the medical data is relatively small: 13.98% in 2013 and 8.5% in 1999. Similarly, this is the choice of 9.88% of the nurses. This is not impossible with modern technologies, but it seems unreal, as it involves treating the patient only in a well-defined hospital. This limits the patient's right to choose a medical establishment. We assume that these answers are dictated by the fact that the surveys were conducted in hospitals.
There is a small proportion of those who consider that the owner of the patient's medical data should be a specialist from the outpatient care (11.6% in 1999, 9.24% in 2013 and 4.68% of nurses). Our opinion is that this option, apart from being illogical, cannot practically be achieved, it could concern patients who are chronically ill and who rely on the health care provided by a particular specialist, but this is only a special case and does not concern all patients.
Except for the National Health Insurance Fund (NHIF) data, all differences in the answers between physicians and nurses are statistically significant (p<0.03).
In 1999, a proposal is made by 8.5% of the respondents, according to which the owner of the medical data of the patient should be a health institution without specifying the type of the health establishment. There is no such response in the 2013 survey. Rather, we can speak of a collective (aggregate) image of all the healthcare facilities the patient has been visiting, starting with the GP, a specialist, a hospital, and so on. This is interesting as an idea, but considering the varied ownership of healthcare facilities, we can hardly identify the owner of the patient's medical data.
Combined responses as "general practitioner plus patient" or "physician plus patient" can be assigned to any of the above options. The options "general practitioner plus physician" and "general practitioner plus a health care facility" are meaningless as they exclude the patient involvement.
We would also identify the option "health insurance fund" as pointless as it does not include the patient's involvement. This option was proposed by 1.3% of the physicians in 1999, 14.45% of the physicians in 2013 and 17.85% of the nurses. Obviously, the Health Insurance Fund, as well as other health organizations, may use some of the patient's medical data, even without his or her consent, but this is data needed to shape the financial and accounting part of health care, and in no case these organizations are entitled to some ownership of the patient's medical data.
In summary, due to insufficient knowledge of EHRs, the principles of e-health and relatively poor computer literacy, Bulgarian physicians and nurses cannot identify the owner of medical data.
Practical Considerations
In 2010, the Bulgarian NHIF's personalized information system (PIS) comprising personal electronic health records, has been introduced. The system reflects all NHIF-paid services -medical exams, drugs prescriptions, hospitalizations of each health insured person within the healthcare system. Access to it is through the site of the National Health Insurance Fund, initially only for those that have an electronic signature, which at that time made the system not quite usable. From the beginning of 2013, the NHIF's personalized information system can be used through a unique access code issued by the regional health insurance funds. The right of access to the NHIF's personalized information system through this code is granted to all health insured individuals within the meaning of the Health Insurance Act, including the individuals whose health insurance rights are interrupted.
It should be noted that the information stored and maintained by the NHIF cannot be called the patient's "electronic medical record" as it does not correspond to the content of any of the major types of electronic medical records originally accepted and used in the United States, subsequently in Europe and other countries around the world. In 2005, the International Standards Organization in its ISO / TR 20514 standard (25) sets out the definitions of the three types of medical records that were later elaborated in the United States by the National Allianace of Health Information Technology (NAHIT) (26), namely:
An Electronic medical record: An electronic record of health-related information on an individual that can be created, gathered, managed and consulted by authorized clinicians and staff within one health care organization.
An Electronic health record: An electronic record of health-related information on an individual that conforms to nationally accepted interoperability standards and that can be creat-ed, managed and consulted by authorized clinicians and staff in more than one health care organization.
A Personal health record: an electronic record of health-related information on an individual that conforms to nationally accepted interoperability standards and that can be drawn from multiple sources while being managed, shared and controlled by the individual. The European Union uses somewhat different terminology, which according to the official documents is as follows:
"electronic health record" means a comprehensive medical record or similar documentation of the past and present physical and mental state of health of an individual in electronic form, and providing for ready availability of these data for medical treatment and other closely related purposes; Considering the above-cited definitions, it is difficult to decide what is actually the record, maintained by NHIF. It covers mostly administrative and financial data, a little bit of diagnosis, prescriptions and hospitalizations. Perhaps it should be called something like "administrative" or "financial" patient record. On the other hand, since this record is accessible by the patient it is supposed to be more or less a personal health record. If this is a personal health record, the patient should have the right to manipulate it, which in this case is quite impossible. Another issue is that NHIF cannot maintain the entire electronic health records of all the patients. However, this is an issue that is not a subject of this publication.
CONCLUSION
The computer literacy of Bulgarian physicians and nurses is adequate in using Internet and basic computer skills (word-processing and electronic tables). However, they need additional education and training in using specialized, graphical and statistical software.
The overall computer literacy of Bulgarian physicians and nurses is not adequate for using EHRs.
Bulgarian physicians and nurses need additional education on the principles of eHealth, including such important e-health issues as EHRs, which means that they need education in health informatics.
The knowledge in the area of health informatics and e-health should contribute to the development and implementation of real EHRs used appropriately by medical professionals and patients.
